Biometricsin the Church!
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Those of uswho love watching 24 and ather high-tech shows can’t hd p noticing the use of biometricsto enhance their computer system
security. Of course, it makes sensefor those with top secret filesto use such devices asfingerprint scanners, retina scanners, and voice print
andyzersto protect them. Surprisingly, that technology is very affordable, and hasausein minigtried

What is Biometrics?

Biometricsrefersto the use of toolsthat measure and analyze human
characteridicsfor authentication purposes. In law enforcement

we ve seen them move from smple blood type and fingerprintsto
DNA. DNA isamuch more accurate measurement, alowing
testimony that more uniqudly identifies someone, and does so with a
smaller margin of error. It'saccuracy isrardly challenged
successfully.

Similarly, biometrics dlows going beyond smple passwordsto
something much more secure. And the cost isvery reasonable,
about $120/computer (networks sometimes require an additional
software package). We tested and were very pleased with the
U.areU workgtation scanner and software from

www.Digital Persona.com. It interfaced nicdy with Windows
Active Directory, and was very Smpleto sat up. These arethe units
sold by Ddll, among others, and even comeintegrated in keyboards
and notebook computers! In fact, for years | used an HPiPAQ PDA
that had thistechnology built in. | knew my datawas secure.

Why UseBiometricsin aMinistry Setting?

Mot minidries have senstive data on their computer systemslike
congregant and/or donor information, payroll records, and more.
Many states now have privacy laws and regulations requiring that
thesefiles be adequatdy protected. Working with many churches
and minigtries, we usudly find poor password policiesin place. We
seethingslike folks sharing their passwords with workmates and
even putting them on Pogt-I1t® notes stuck to their monitors!

A colleague recently shared what his organi zation refersto as the
Fraud Triangle, the three points of which aremativation,
rationalization, and opportunity. Though we can’t protect sysems
from thefirg two, we can protect them from opportunity.
Biometricsisagreat way to do so.

Consder thefallowing two scenarios:

e Many on church and ministry staff have notebook computers
and PDAswith sengtive data on them. Thesedevicesare
eadly stolen, giving the thief accessto that data

o  Many churchesand minigtries have a K12 schodl aspart of
thelr program. We don’'t want there to be any opportunity for a
kid in alab to gain access to the data on the adminigtrative
network, so we ve always recommended that computers used
by kids not have a physical connection to theadminidrative
network. Thechallengeisthat having their systems completely
separate make them more difficult (and costly) to support.

Using biometricsinstead of passwords diminates these concernd

Islt Worth It?

Judtifying the cost of technology in minitry is dways alittletricky.
Someindudries, likefinandd inditutions, are so heavily regulated
that they have large technology budgets. For themthisisn'ta
problem. Surprisngly, many churches and ministriesthat get CPA
finandd audits arefinding that the security of their sysemsare
being scrutinized much more closaly since Enron. They arehaving
to demondrate good security policies and practices.

Regarding biometrics, therelatively low cost needs to be addressed
amog likean insurance policy. If an organization has 30
computers, isit worth neerly $4000 to securetheir sysemswith
biometrics? The cost to use biometrics needs to be measured againgt
the cogt associated with a security breach. And whilethat doesn’t
seem likely, it does happen! We once gained adlient after ther
previous network engineering firm took a copy of their database and
began renting it out asamail lig! So, if your datawere
compromised, how much might that hurt your ministry’ s reputation?
And how might that impact donations and offerings?

Another Benefit: Smple Administration

Biometrics are easy to set up, and users never forget their passwords.
Tha makes network administration easer while dso making the
network more secure. Biometricsisright for many church and
minigtry systems.
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